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Abstract. This paper presents a DHT routing system based on a hi-
erarchical hypercube geometry. An approach employing a novel variable
metric adopting the Steinhaus transform is presented. The use of this
metric and the hierarchical hypercube geometry allows to reach very
good performance of the network and a very high level of resilience to
node failures. The architecture of the network and the routing algorithm
are presented. The results of the simulations have been included in the
paper and compared with existing solutions.
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1 Introduction

Recently, we observe an increase in interest in peer-to-peer networks, in partic-
ular routing algorithms. Most of the networks currently developed are based on
a distributed hash table algorithm (DHT). DHT systems store key-value pairs
and the set of keys is distributed among the nodes in the network. The nodes
in DHTs usually share storage or computation resources with other nodes. Each
node has its unique identifier. The resources (values) are located by searching
for a node responsible for the resource key. Usually this is the node (or nodes)
with the id closest to the key. Every node stores a set of references to other
nodes - a routing table. The routing table is built in a way that allows to send a
message, decreasing the distance left to the destination node in each routing step
(distance between identifiers, according to the chosen metric). DHT systems can
be divided into groups according to their geometry (connections graph) which
defines the overlay network. The overlay network implies the structure of the
routing tables. The most important DHT geometries are ring (e.g. Chord [1]),
XOR metric (e.g. Kademlia[2]), tree (e.g. Pastry [3]), hypercube (e.g. CAN [4]),
butterfly (e.g. Viceroy [5]). The geometry influences mostly the route lengths,
but it also affects the level of resilience to node failures.

In [6], the authors analyze the impact of the routing geometry on static
resilience1 and on the average route length and present the results of the sim-
ulations. Authors claim that flexibility in the next hop selection (which can be

1 The ability of the network to route messages between nodes in the presence of node
failures without the aid of recovery mechanisms
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measured by the number of nodes in the routing table to which a message can be
routed) has an impact on static resilience. Different geometries imply different
levels of flexibility in the next hop selection and the simulations prove that it
has a great impact on the static resilience.

In some DHT systems, nodes maintain sets of so called sequential neighbors.
Sequential neighbors are the preceding node and the following node (existing
nodes with identifiers closest to the node’s identifier that appear directly before
or after it according to a certain sequence). Nodes form a logical ring using
connections with predecessors and successors. The leaf set in Pastry and the
predecessor and the successor in Chord are examples of sequential neighbors.
Messages can always be routed to these nodes, decreasing the distance left to
the destination - depending on the direction in which the destination is located,
either the predecessor or the successor is chosen. In order to increase the level
of resilience to node failures, in some DHT networks, nodes maintain sets of
several preceding and several following nodes so that packets can be routed to
the next hop, even in the presence of failures of many nodes. The results of
the experiments presented in [6] show that sequential neighbors greatly improve
static resilience but the average route length may significantly increase. For
this reason, nodes usually store some constant number of sequential neighbors
to provide tolerance to node failures, whereas efficient routing is provided by
routing tables specific for particular DHT algorithms.

This paper presents the routing geometry and the routing algorithm of Hy-
Cube - a DHT peer-to-peer network based on a hierarchical hypercube geometry.
Routing is based on a variable metric adopting the Steinhaus transform which
defines distances between nodes. Using such a metric results in a very high degree
of flexibility in the next hop selection. In comparison to schemes using sequential
neighbors, this approach allows to achieve a very high level of static resilience
and a shorter average path length in the presence of node failures.

The rest of this paper is organized as follows. Section 2 presents the design
of HyCube, including a description of the routing geometry and the routing
algorithm. Section 3 describes the metric used in HyCube. Experimental results
are presented in Section 4. Section 5 concludes.

2 HyCube

In this section, the routing procedure of HyCube is described. Section 2.1 presents
the routing geometry, Section 2.2 describes routing tables that nodes maintain
to support the routing procedure, Section 2.3 presents the routing algorithm.

2.1 Routing geometry

The routing geometry of HyCube is a combination of a tree geometry and a
hypercube geometry. It is based on Plaxton mesh[7] but nodes are also logically
located on a d-dimensional torus. Nodes in the network are distributed in vertices
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Fig. 1. A hierarchical hypercube (3 dimensions and 2 levels of hierarchy)

of a hierarchical hypercube. Figure 1 presents the structure of the network for 3
dimensions and 2 hierarchy levels.

A hierarchical hypercube is a hypercube whose vertices are also hypercubes.
Vertices of the hypercubes at the lowest level are positions which may be occu-
pied by nodes. The position of a node in a hierarchical hypercube is determined
by its identifier. The identifier of a node is a string of d-bit groups determining
the positions of the node in hypercubes at particular levels (starting with the
highest level). The position in a hypercube is a string of bits corresponding to
the location of the node in the hypercube in particular dimensions. The length
of the identifier equals d · l, where d is the number of dimensions and l is the
number of levels. The structure of a hierarchical hypercube and a tree are iso-
morphic. However, looking at it as on a hierarchical hypercube gives an idea
of the spatial arrangement of the nodes in the network. The numbers formed
from bits corresponding to particular dimensions relate to the coordinates of the
node in these dimensions in the system of coordinates with the center in point
0. Thus, considering the highest level hypercube as a segment of Rd space, the
distance between nodes can be defined by any metric in Rd space. The geometry
of HyCube has one more property - the set of positions (coordinates) in each
dimension is treated as on a ring. That means that after the point 2l−1, point 0
is located. The network should therefore not be treated as a d-dimensional space
limited in each dimension by 0 and 2l − 1 but as a d-dimensional torus with the
perimeter equal to 2l in each dimension. This modification will be important in
determining distances between nodes - in every dimension the distance is deter-
mined like on a ring - the shorter of the distances in either direction is chosen. In
order to obtain a short average path length and a reasonable size of the routing
tables, in HyCube, the number of dimensions is 4 and the number of levels is 32
(to obtain a 128-bit address space).
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2.2 Routing tables

Primary routing table. The primary routing table has the same structure as
in Plaxton mesh. It has l levels (the number of hierarchy levels). At each level
there are 2d cells (d - the number of dimensions). In the routing table of a node
X in the cell j at level i (i ≥ 0), a reference is stored to a node that is in the
same hypercube at level i+1 and in the hypercube corresponding to the number
j at level i (lower level). At each level i > 0, there is a cell corresponding to the
hypercube in which the node X exists. This cell is empty as the routing table
contains a whole level corresponding to it.

Secondary routing table. The secondary routing table of a node X contains
nodes from adjacent hypercubes to the hypercube of node X in each dimension,
in both directions, at each level. An adjacent hypercube is one whose coordinate
in the particular dimension is greater or smaller by 1 than the coordinate of
the hypercube of X at the particular level (taking into consideration passing
coordinate 0 - like on a ring). The secondary routing table does not contain
nodes in cells at the highest level as hypercubes corresponding to them are
included in the primary routing table. Also, one of the sibling hypercubes on
each level in each dimension is covered by the primary routing table.

The secondary routing table gives a higher level of flexibility in the next hop
selection. If the distance between nodes is defined by a metric in Rn space, it
is very likely that the secondary routing table contains nodes that are closer to
any arbitrarily chosen node.

Neighborhood set (closest neighbors set). Beside two routing tables de-
scribed above, nodes maintain sets of closest to them (according to the chosen
metric) nodes existing in the network. These sets allow to route messages (de-
creasing the distance left), even if there are no appropriate nodes in both routing
tables. Such sets greatly increase the probability of delivering a message in the
presence of node failures. In HyCube, the size of this set is 16.

The neighborhood set should provide a possibility to route packets regard-
less of the direction in which the destination node is located. Therefore, it is
important that nodes in neighborhood sets be evenly distributed in respect of
directions. There might be a scenario where some nodes would have more neigh-
bors in one direction and no neighbors in other directions. In such a case, the
nodes would not be able to route packets in all directions (using neighborhood
sets). The problem becomes more significant in the presence of node failures.

Ensuring even distribution of nodes in respect of directions may cause some
more distant nodes to be included in neighborhood sets and pass over some closer
nodes. Thus, both, proximity and even distribution, should be considered.

The technique of ensuring even distribution of nodes adopted by HyCube
splits the space into parts (quadrants of the system of coordinates with the center
in the node whose neighborhood set is considered) and attempts to ensure that
in each part, the number of nodes is the same. Nodes are chosen to the particular
parts by proximity.
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2.3 Routing

In each routing step, the cells from the primary routing table are selected that
correspond to nodes that share at least one group of d bits longer prefix of id
with the destination node id than with the current node id. In a hierarchical
hypercube, these cells correspond to hypercubes in which the destination node
is located, at lower levels than the lowest level hypercube containing both, the
current and the destination node.

If no node is found, the cells from the secondary routing table are selected that
correspond to sibling hypercubes in the direction in which the destination node
is located, in each dimension, at levels blog2 ddimc and dlog2 ddime, where ddim
is the distance from the current node to the destination node in the dimension
dim (the distance between the coordinates on the ring). Only those nodes that
share at least one d-bit group longer prefix of id with the destination node or
share the same number of d-bit groups but are closer to the destination than the
current node (according to the chosen metric) should be considered.

If still no nodes are found, all nodes from both routing tables and the neigh-
borhood set that share at least one d-bit group longer prefix with the destination
node or share the same number of d-bit groups but are closer to the destination
than the current node (according to the chosen metric) are considered.

From the set of the nodes selected in the steps above, the node sharing the
longest prefix of id with the destination (number of d-bit groups) is chosen. If
there is more than one such node, the node closest to the destination (according
to the routing metric in use) is chosen.

In the final part of a route, when a packet is relatively close to the desti-
nation node, the routing algorithm may omit some nodes that are close to the
destination, but do not share the same long or longer prefix of id with the desti-
nation node than with the current node. The problem becomes more significant
if a multidimensional metric is used. In HyCube, before choosing the next hop,
each node checks if the distance to the destination is shorter than the aver-
age distance to the nodes in the neighborhood set multiplied by the factor λ:
ddest < avg(dneigh) ·λ. If this condition is satisfied, all further nodes on the route
are chosen based only on their distance to the destination node. They might not
share the same long or longer prefix of the identifier. At first, nodes from the
secondary routing table at levels blog2 ddimc and dlog2 ddime are checked. If no
nodes are found, all nodes from both routing tables and the neighborhood set are
checked. The greater the value of λ, the longer parts of routes will be determined
based only on the distance left. This value should be large enough to ensure a
high probability of packet delivery. However, too large values of λ would cause
an increase in path lengths. The value 1, 35 was determined experimentally and
is a good compromise between the path length and the probability of packet
delivery.

The expected route length is log2dN hops and, on average, log2dN · (2d − 1)
cells are populated in the primary routing table and (log2dN − 1) · d in the
secondary routing table, where N is the number of nodes in the network2.

2 Based on the assumption that nodes are distributed evenly in the space
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3 Metric

The choice of the metric, i.e. how distances between nodes are determined, has a
great impact on the average route length and the probability of packet delivery.
Choosing a one-dimensional metric allows the use of sequential neighbors, which
greatly improves the static resilience. If the number of sequential neighbors is s,
half are predecessors and half are successors of the node, the packet would be
dropped only if all s/2 nodes in the appropriate direction failed. However, the
use of sequential neighbors may cause a significant increase in path lengths in
the case of node failures, when many routing table cells are empty. In HyCube,
a multidimensional metric is used (a metric in a multidimensional space), which
significantly decreases the expected path length when routing using only neigh-

borhood sets. The expected path length equals d
√
N ·

√
d
2 , while for sequential

neighbors it is proportional to N . This fact becomes very important when con-
sidering network maintenance algorithms. By using a multidimensional metric,
the network loses properties connected with existence of sequential neighbors.
However, the use of the variable metric adopting the Steinhaus transform yields
better static resilience than with the use of sequential neighbors.

Let us consider routing using only neighborhood sets and assume that in
each step, the next hops are chosen only by the distance left to the destination,
without ensuring the prefix condition. Only some part of the neighborhood set
nodes is closer to the destination node than the current node. It is crucial that
the number of such nodes be as large as possible (so even in the case of many
node failures the packet will not be dropped). We may estimate the expected
ratio of the number of nodes to which the packet may be routed to the number
of all nodes in the neighborhood set as the probability that the packet may be
routed to a single node in the neighborhood set.

The most common metrics in Rn space are Minkowski distances:

Lm(x, y) =

(
d−1∑
i=0

|xi − yi|m
) 1

m

,m ≥ 1 (1)

In particular, L1 is the Manhattan (taxicab) distance, L2 is the Euclidean
distance and L∞ is the Chebyshev distance. L2 is the only metric from the
Minkowski distances that preserves distances between nodes after space rota-
tion. This causes some undesirable properties of metrics L1 and L3 to L∞. When
these metrics are used, if the destination node is located in different directions,
the expected numbers of nodes in the neighborhood set to which the packet may
be routed are different. For this reason, only L2 was considered.

If the Euclidean metric is used, the probability that a packet may be routed
to a node in the neighborhood set may be calculated as a function of k = d

r ,
where d is the distance left to the destination node and r is the distance from the
neighborhood set node to the current node. It is the ratio of the number of points
that are in the distance r from the current node and are closer to the destination
than d, to the number of all points being at the distance r from the current node.
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To simplify, the numbers of points were determined as lengths of the curves,
areas of the surfaces and their equivalents for spaces with more dimensions. The
calculated values of the probability that a node in the neighborhood set is closer
to the destination (for varying numbers of dimensions) are presented in Fig. 2.
The figure shows that the number of nodes in the neighborhood set, to which
a packet may be routed, strongly depends on k. The closer the packet is to the
destination node, the fewer appropriate nodes. The situation gets worse as the
number of dimensions increases. This fact has a great impact on static resilience
- fewer node failures may cause the packet to be dropped.
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Fig. 2. Probability that a node in the neighborhood set is closer to the destination
node than the current node

In [8], the Steinhaus transform was described. The theorem presented says
that if X is a set and D is a metric in this set, D′ is also a metric in X for any
a ∈ X, where:

D′(x, y) =
2D(x, y)

D(x, a) +D(y, a) +D(x, y)
(2)

Applying a metric with the Steinhaus transform for every route, setting a
to the id of the source node, causes the next hops to be chosen in such a way
that they are closer to the destination node and more distant from the source
node. Such a solution increases the expected number of neighborhood set nodes
to which packets can be routed in each step - it allows sending packets using
more roundabout routes, but still being convergent to the destination node.

The use of the Steinhaus transform yields very good routing parameters and
very high static resilience for networks containing relatively few nodes. For net-
works containing much more nodes, the addend D(x, a) in the denominator,
where x is the current node, has less influence on the value of the distance as its
changes in particular steps are very minor compared with the value of the entire
denominator. Thus, the more nodes in the network, the lesser the influence of the
Steinhaus transform on the static resilience. However, some modification can be
introduced - a variable metric adopting the Steinhaus transform, where point a
is changed by nodes on routes. Point a is initially set to the source node id. The
following nodes, before choosing the next hops, check whether they are closer
(in terms of the Euclidean metric) to the destination than the current point a.
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In such a case, point a is changed and gets the value of the current node. Such
a way of changing point a ensures that the routing is convergent to the desti-
nation (there will be no cycles on routes) and gives a high level of flexibility in
the next hop selection along the whole route, regardless of the network size. The
expected route length is still proportional to d

√
N and owing to the increase in

the flexibility in the next hop selection, static resilience is even better than in
networks using sequential neighbors, which can be seen in the simulation results
presented in the remainder of the paper. Figure 3 presents a comparison of sim-
ulation results for different metrics for a 4-dimensional network containing 1000
nodes. The routing algorithm simulated did enforce the common id prefix length
condition. For comparison, if packets were routed using sequential neighbors, the
curve would keep at about 0.5, regardless of the distance left.

 

0
0,1
0,2
0,3
0,4
0,5
0,6
0,7
0,8
0,9

1

1 2 3 4 5 6 7 8 9 10

P

k

Euclidean 
metric

Steinhaus 
metric

Variable 
Steinhaus 
metric

Fig. 3. Probability that a packet may be routed to a node in the neighborhood set

The final steps of routing with the use of a metric with the Steinhaus trans-
form may cause a packet to be sent to a node that is more distant from the
destination than it would be if the Steinhaus transform was not applied. When
a node on a route cannot find the next hop in its routing tables and neighborhood
set, it is possible that the route is broken in a point that is not the closest one to
the destination in terms of the Euclidean metric. In some cases, it is crucial to
reach the closest possible node if the destination node is not reached. Thus, one
more modification was introduced to HyCube - when a packet cannot be routed
by a node, the node tries to route it based only on the Euclidean distance left
to the destination. All next hops after that should be chosen in the same way.
Such an approach will cause that in the case the packet is dropped, a relatively
close node to the destination is reached. From the experiments (for a network
containing 1000 nodes, with 50% failed nodes, routing using only neighborhood
sets), it appears that applying this phase in routing allows packets to be sent to
a closer node in 79% cases and also increases the static resilience of the network.

4 Experimental results

This section presents experimental results obtained in simulations of HyCube
and Pastry. The properties evaluated were the static resilience and the average



9

route length (based only on successful routes). For this purpose, a network gen-
erator and a simulator were implemented. The network generator generates a
random network (HyCube or Pastry) containing the requested number of nodes
- random node identifiers and random nodes in routing tables. Neighborhood
sets are generated according to the criteria described in Section 2.2. The simula-
tor reads the network generated by the network generator and simulates routing
between random pairs of nodes in the presence of varying numbers of random
node failures. A node failure means removing the node from the network and
from the routing tables of all nodes maintaining a reference to it.

Figure 4 presents the results of the simulations of static resilience of HyCube
containing 1000 and 10000 nodes with the use of different metrics. It can be
seen that for the network containing 10000 nodes, the influence of the Steinhaus
transform is very little. However, the variable Steinhaus metric gives a significant
increase in the successful path rate, regardless of the network size.
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Fig. 4. Static resilience of HyCube - 1000 nodes (left) and 10000 nodes (right)

Figure 5 presents a comparison of simulation results of HyCube and Pastry
networks containing 10000 nodes. In the simulations, the secondary routing table
was not used (because it does not exist in Pastry). The figure shows that HyCube
is more resilient to node failures and the average route length is shorter than
in Pastry. The results prove that despite the absence of sequential neighbors, a
more robust architecture was achieved.
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5 Conclusion

In this paper, the routing geometry and the routing algorithm of HyCube were
presented - a DHT network based on a hierarchical hypercube geometry.

The experimental results indicate that the most crucial in terms of efficiency
and static resilience was the choice of an appropriate metric and neighbor selec-
tion algorithms (the way the nodes are chosen to the routing tables). The simu-
lations proved that the approach presented gives shorter average path lengths in
the case of many node failures in comparison to solutions using sequential neigh-
bors. The decrease in path lengths results from the use of a multidimensional
metric. However, despite the absence of sequential neighbors, a very high level
of static resilience was reached, which was achieved by the use of the variable
metric adopting the Steinhaus transform.

In comparison with Pastry, HyCube has better results both, in respect of the
packet delivery probability and the path length increase in the presence of node
failures. Moreover, HyCube has a very important advantage over Pastry - when
routing using only neighborhood sets, the average path length is proportional to
d
√
N , whereas when routing using only sequential neighbors, the expected path

length is proportional to the number of nodes in the network.
To summarize, HyCube is an efficient and credible implementation of a dis-

tributed hash table. It is scalable and provides efficient routing of messages, even
in the case of a large number of node failures.
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